Modeling access rights according to the Access Control: Dynamic Security Units and the Access Control: Explicit Check blueprints requires a collection of classes, as is shown in Figure 27.3. The access right itself is modeled with an entity class called Capability. It stores the allowed usage, often a value from the set {read, write, read and write, applicable} . The first three values are used for defining the accessibility of a piece of information, and the last for stating if a certain function may be used. A Capability also needs to define which piece of information or which function it applies to. In this model, this is expressed with the entity class called Security Unit. Therefore, for each combination of user and piece of information/function, there is a Capability instance linking the corresponding instances of User Information and Security Unit.

Figure 27.3. An analysis model of a system that has different access rights for different individuals.
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A System Administrator can request to register new or to modify existing combinations of security units, users, and access rights through the System Form. An instance of Security Handler is created, which opens a Registration Form to the System Administrator. The registration, update, or removal of an access right for a user is entered via this form. When a new access right is to be defined for a user, the Security Handler instance creates a new instance of the Capability class and connects it to the instances representing the user and the security unit. Finally, the Security Handler instance is removed. The updating and removal of registered access rights and security units is done in a similar way.

The same procedure is used for the Access Control: Internal Assignment blueprint, where the access rights are to be registered automatically (that is, without the involvement of the System Administrator) when a new function is added or a new piece of information is created. However, the System Form and the Registration Form will, of course, not be used in this case. Instead, the Security Handler will be instantiated by the creatoran instance of the General Class classof this new function or new piece of information.

When an instance in the systemhere modeled by the General Class classneeds to check whether a user is allowed to access certain information or to use a particular service in the system, that instance creates a Security Handler instance and asks it to perform the check. The Security Handler retrieves the instance of User Information representing the current user, checks whether it has a Capability that allows the desired access or application, and returns the response. Finally, the Security Handler is removed.

Note that in this description of the model, we have assumed that an instance of the Security Handler is created each time a modification or check of access rights is to be performed. As always, it is a design decision whether these instances are to be created and removed as we have described here, or whether a single instance is to be used throughout.

In cases where the checking of access rights is stated explicitly in each relevant use case (the Access Control: Embedded Check blueprint), the analysis model presented above can be used as a template to be applied in the use-case realizations of all of these use cases.

If how the checking of the access rights is done is considered to be at too low a level of detail to be modeled even in the analysis model, it may alternatively be defined as a design/implementation issue. Only that the check is performed will then be mentioned in the analysis model.

There is no analysis model for the last blueprint in this section because how the access rights are checked is not modeled within the use-case model in that alternative.

